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1 Introduction

1.1 Purpose

This is a nomroprietary Security Policyor the InfineramTera8-slot Universal Transport Platform
(mTera8 UTPEryptographic ModuleThis Security Policy describes how tirgptographic module
meets the requirements for a FIPS 12Q@evel2 validation as specified in the FIPS 46tandard.
This Security Policy is part of theidercedocumentation package to beismitted to the valiction
lab.

FIPS 14@ specifies the security requirements for a cryptographic module protecting sensitive
information. Based on four security levels for cryptographic modules this standard identifies
requirements in eleven sections. For more informationoaib the standard please visit
http://csrc.nist.gov/publications/fips/fips14@/fips1402.pdf

1.2 Scope

This Security Policy specifies the security rules under whiclerigographic module operates its
major properties. It does not describe the requirements for the entire system, which makes use of
the cryptographic module.

1.3 Securitylevel

Themodulemeets the overall requirements applicable to FIPS248ecurity Lev. In theindividual
requirement sections of FIR40-2, the following Security Level ratings are achieved:

Section Section Title Level
1 Cryptographic Module Specification 2
2 Cryptographic Module Ports and Interfaces 2
3 Roles, Services, ardithentication 3
4 Finite State Model 2
5 Physical Security 2
6 Operational Environment N/A
7 Cryptographic Key Management 2
8 EMI/EMC
9 SelfTests
10 Design Assurance
11 Mitigation of Other Attacks N/A

Tablel ¢ Securitylevel per FIPS 14D Section
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2  Cryptographianodule specification

The Infinera mTer&-slot Universal Transport PlatforrmTera8UTP) is a flexible and scalable
universal transport platform that can dynamically adapt to changing traffic padtemd address
multiple use cases. Its capacity ranges frb@rbps to4.0Thps.

The mTera8 UTRcryptographic moduleoffers a transport solution that combines Sib&ady,
advanced ROADM capabilities with universal switching. Universal switching providétooking
grooming of multiple protocols on a single, programmable port enabling the ultimate in flexibility
and adaptability as networks grow. TheTera8 UTIs a solution for dense metro, regional, or leng
haul networks.

Thecryptographic modulés amulti-chip standalonenodule
2.1 Cryptographiomodule boundary

Thecryptographicboundary ofmTera8 UTHs defined as the entire shelf with front doand rear
cover.

The mTera8 front door is stuck with the label 1, label 2 and label 5 of tampeent labels for
protection purpose, which acts as tampevident label. The serial debug port of SIOM is covered by
the serial port cover which is installed by the four screws (refer to Figure 8 in Appendix A) and ther
stuck with label 3 and label 4 of tampevident labels to prevent the SIOM module from being
accessed through the serial port.

Note that the label in the following steps refer to the tamype&ident label.

The module hardware model is shown as following:
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Figure2 ¢ Back view with rear cover
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2.2 Hardware

The module is a multhip module that contains different kinds of cards. The cryptographic boundary
of the multichip module is defined isection 2.1 of this document.

The cryptographic modulenTera8 UTHs composed of the following components:

mTera8 UTPchassis, controller card, fabric card, traffic interface card (component) and optical
pluggable.

ThemTerad8 UTPchassis includes sheBhelf door, andamper-evidentlabek. STPMN card is the
controller card of mTeiUTPMFAB and MFAB2 are the fabric cards of mg &raP Traffic interface

card includes OSM1S, OSM2S, OSM2C, OSM4SE, OSM4FE, OSM5CE, SSM2S, MRMN, OPF1
RS20 and ML&I Optical pluggable includes SFP, SFP+, CFP, CFP2 and OFP1.

2.3 Mode of operation

ThemTera8 UTEryptographic Module haskIPS approved security function moafeoperationand
aFIPShon-approved security function modef operation.

ThemTera8 UTimodulewill be placed intd-IPS approved security function maafeoperationwhen
“FIPEmode issetWh en “ NONF I P Sthe mTera@® &TPiodule wilebe placel into FIPS
non-approved security function modef operation.

Crypto Offices canset* FI PS” mode o r by fssing NEcbntfaric tonthe chedule.

The procedure and detail TL1 commands are described in Section 11.4 Switching between FIF
approved security function mode of operation and FIPS-aymproved security function mode of
operation.

When the cryptographic module runs WPS approved security function maafeoperationand the
Crypto Officerswitchesthe module toFIPShon-approved security function modef operation the
CSPs will be zeroizeditomaticallyand mTera8 UTMnodule will restart into FIPShon-approved
security function mod®f operation

When the cryptographic module runskiP Sion-approved security function modaf operationand
the Crypto Officerswitches the module td-IPS approved security function moateoperation the
CSPs will be zeroized automatically amtiera8 UTPnhodule will restart into FIPS approved security
function mode of operation.

2.4 FIPSpproved security functions

The tablebelowgives the list of FIPS Approved security functions thafpaovided by thenodule
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Algorithm

CAVRCert #

AESCB(Q128/256)
AESCTR128/256)
AESECH128/256)
AESGCM(256) Netet
AESKW @56) for KTS

C537
(OpenSSL)

AESCB(Q128/192/256)
AESCTR128/192/256)
AESECH128/192/256)
AESGCM(256) Notet

C538
(Kernel crypto)

AESCTR256)
AESECB (256)
AESGMAC (keyength:256 bits; tag length: 128 bit¥)e!

(Hardwareencryption Enginérom vendorMicrosemiCorporatior)

AES3844
(Certificate from
hardwarevendor)

Counter DRBGAES256)

C537

ECDSA KeyGen (186
Curve: P256, RP384, P521
ECDSA KeyVer (18p
Curve: P256, RP384, P521
ECDSA SigGen (186
Curve: P256 with SHA2256, SHAB84, SHAK12
Curve: P384with SHA2256, SHAB84, SHADK12
Curve:P-521with SHA2256, SHAB84, SHAK12
ECDSA SigVer (18p
Curve: P256with SHAL, SHA256, SHAB84, SHAD12
Curve: P384with SHAL, SHA256, SHAB84, SHAD12
Curve: ’521with SHAL, SHA256, SHAB84, SHAB12

C537

HMAGSHAL (96/160)
HMAGSHA2256
HMAGSHA2384
HMAGSHA2512

C537

HMAGSHAL (96)
HMAGSHA2256

C538

KASECC CDBomponent
Curve: P256, RP384, P521
KASECC Component
Ephemeral Unified:
KAS Role: Initiator, Responder
KDF without Key Confirmation:
Parameter Set:
EC: Hash Algorithm: SH236, Curve: P256
ED Hash Algorithm: SHA284, Curve: P384
EE: Hash Algorithm: SHB22, Curve: 521

C537
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Algorithm

CAVRCert #

KASFFC Component:
dhEphem:
KAS Role: Initiator, Responder
KDF without Key Confirmation:
Parameter Set:
FB: Hash Algorithm: SHR26
FC: Hash Algorithm: SHA326

KDHKEv2
Capabilities: Initiator Nonce Length: 1384
Responder Nonckength: 128384
Diffie-Hellman Shared Secret Length: 384
Derived Keying Material Length: 102832
Hash Algorithm: SHAZ84
Capabilities: Initiator Nonce Length: 1384
Responder Nonce Length: 384
Diffie-Hellman Shared Secret Length: 2048
DerivedKeying Material Length: 1058132
Hash Algorithm: SHA SHAZ256
KDF SNMP
Password Length: 646
KDF SSH
Cipher: AE328, AES92, AER56
Hash Algorithm: SHA SHAZ256, SHA2384, SHAK12
KDF TL'S*
TLS Version: v1.2
Hash Algorithm: SHA284

C537

RSA KeyGen (186
Key Generation Mode: B.3.3
Modulo: 2048
Modulo: 3072

RSA SigGen (129
Signature Type: ANSI X9.31
Modulo: 2048 with SHA256, SHA384, SHAK12
Modulo: 3072 with SHA256, SHA384, SHAK12
Signature Type: PKCS 1.5
Modulo: 2048 with SHA256, SHA384, SHAD12
Modulo: 3072 with SHA256, SH2-384, SHAD12

RSA SigVer (189
Signature Type: ANSI X9.31
Modulo: 2048 with SHA, SHA256, SHAB384, SHAK12
Modulo: 3072 with SHA, SHA256, SHAB384, SHAK12
Signature Type: PKCS 1.5
Modulo: 2048 with SHA, SHA256, SHA384, SHAXD12

C537
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Algorithm CAVRCert #
Modulo: 3072 with SHA, SHA256, SHAB384, SHAB12
SHA1 C537
SHAR-256
SHAR-384
SHR-512
SHA1 C538
SHAR-256
CKG-IG D.12 Vendor Affirmed

[SP.80a133r2]5.1 Key Pairgeneration using unmodified DRBG
output for Digital Signature Schemes

[SP.80a133r2]5.2 Key Pairgeneration using unmodified DRBG
output for Key Establishment

[SP.80133r2]6 . 1 The “Direct Gener a
generation using unmodified DRBG output

[SP.80a133r2]6.2.1 SymmetriKeys Generated Using Key
Agreement Schemes

[SP.806a133r2] 6.4 Distributing Symmetric Keysing key wrapping

Table2 ¢ FIPSapprovedsecurity functions

Note 1:¢ KS Y 2 R ¢&CR implenietgion conforms to IG Adenario #1 following RFC 7296 for IPSec/IKEv2, RFC 5288 for TLS,
F'YR wC/ pcnt FT2N {{]1 @nd ¢KS Y HBRAEMSIEENtaRidN NIRIGrNNBIG A.5; Scatd@riadddh 2y Sy

Note 2:The modulesupports the following TLS cipher suites alloweskiction 3.3.1.1.1 and section 3.3.1.1.2 of SP520Rev 2:
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA WITH_AES 256_GCM_SHA384

The moduleloesnot support TLS cipher suites not allowed in SP520Rev 2.
2.5 FIPSwon-approvedsecurityfunctionsallowed in FIP$node

The mTera8 UTRcryptographic module implements the following nepproved but allowed
algorithms in the FIPS 140mode of operations:

1 Diffie-Hellman(CAVRCert.#C537 — provides112or 128bits of encryption strength.

1  Elliptic Curve DiffiHellman(CAVRCert.#C537 — provides192bits of encryption strength.
1 NDRNG-internal entropy source providing 512 bits of entropy to the DRBG.

1 RADIUS®ver IPsee-remote user authentication

2.6 FIPShon-approvedsecurity functions

ThemTera8 UTRryptographic module implements the following napproved algorithmswvhich
are not permitted for use in the FIPS 120node of operations:

1T MD5
1 DES

11
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3  Cryptographianodule ports andinterfaces

ThemTera8 UTRryptographicnodule provides a number of physical ports, and the physical ports
can be categorized according to the following logical interfaces:

! Data Input Interface
1  Data Output Interface
1 Control Input Interface
1  Status Output Interface
1 Power Interface
Name PhysicaPorts | Quantity Description Logicallinterface
mTeras PWR 1 Power input
uTP AVA2/B1/B2 P
Shelf Power Power Interface
Power Feeds PWR 1 Power return
AVA2/B1/B2RTN
Feeds
OSM1S | SFP 32 Optical connections
OSM2S | SFP+ 20 Optical connections
Shelf OosM2C | CFP 2 Optical connections
Slot card| SSM2S SFP 24 Opt?cal connect?ons E?tga Input Interfacdote?
(I/F) SFP+ 6 Optical connections ote
OSM4SE| SFP+ 40 Optical connections Data Output Interfacécte?
OSMA4FE| LC/PC 2 Optical connections Note3
OSM5CE| CFP2 5 Optical module
POL CDCB8D6 | LC/PC 28 Optical connections Control Input Interface
LC/PC 5 Optical connections Noteznote3
MRMN OFP1 1 POL- Coriant proprietary | Status Output
moduleform factor InterfaceNoteanores
oPE1CC | OEP1 3 POL- Coriant proprietary
module form factor
MLAIC LC/PC 8 Optical connections
Shelf LC/PC 28 Optical connections
Interface | RS9 _ _ Data Input Interface
card RJ45 3 1-wire bus interface Data Output Interface
(Optics) Data Input Interfac&°t3
Data Output Interfac&°®e?
ote2,
RS20 LC/PC 52 Opticalconnections NCO(t)egtroI Input Interfacé
Status Output Interfacé®®©
Note3
RJ45 3 1-wire bus interface Data Input Interface
12
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Name PhysicaPorts | Quantity Description Logicalinterface
Data Output Interface

Data Input Interface

RJ45 1 Serial over 10/100Basg Data Output Interface
Shelf ID switch | 1 Not functional N/A
ACO Button 1 Alarm cutoff button to Control Input Interface
clear the alarms
Lamp Test push NE Alarm LEDs and
button 1 ACO LED test Controllnput Interface
oM RJ45 4 Control & Timing N/A

(Not functional)
Management interface Control Input Interface

RJ45 4

mTera8 10/100/1000Baser Status Output Interface
UTP Control Input Interface
DB37 1 Alarm 10
She;lflo Status Output Interface
car
DBY 2 BITS Controllnput Interface
Status Output Interface
Data Input Interface
RJ45 2 PPS/TOD

Data Output Interface

USB 1 Not functional N/A
Control Input Interface

RJ45 1 Local Craft Station
STPI8 Status Output Interface
CTF1&CT2
. N/A
RJ45 2 (Not functional)
SFP+ 2 Not functional N/A

Table3 ¢ Ports and logical Interfaces
Note 1:mTera8 UTIprovides data encryption functions (CAVP #3288, see Table @FIPS Approved Security Functions) on
OSM5CE, OSM4&id OSM4FEards.

Note 2: These physigabrtsmay include inbandhannels@SC, GCC, DCC or inband VLAN) for module management purpose, so
G/ 2y GNBEf LyLlLdzi LYGSNFFOS: FyR a{lGFiddza hdzildzi LyGSNFI OS¢ &aKs:

b23S oY ¢KS &Rl i Rontbolirplataiy (h SMASEIGF RO T SatdButpit inferfeBeY  |ésfausoutput

Ay (i S NFrmes8ge transmission directiofhe fibechannelsF N2 Y (G KS Y2RdzZ S (G2 GKS 2dz&aAiRS |
F'yR ¢ 02y (NPT < 2dzit KdanFth@ ®JNKISO2 dzi aA RS (2 (GKS Yz2RdA FRI NB®2 ¥ K Sl2
interfacest. ®a fibey'channelthe controlinput interfaceor statusoutput interfaceoccupieghe OH (overhead) bytes of tkhannel

while data input interface or datautput interface occupiethe data bytes of thehannel.

4  Rolesservices andauthentication

The supported authorized roles, the services provided for those roles, and the related authentication
mechanisms are covered in this section.

13
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4.1 Authorizedroles

The module supports two authorized roles: a CO (Crypto Officer) role and a User role. They are
responsible focryptographic modulénitialization, configuration, key management, status retrieve,
etc. Detaikd services provided for them are listedtime table in Services section.

Multiple concurrent operators are allowed to this modulEhe maximum number ofoncurrent
operators is 128They are identified and authorized by username and password. The multiple
concurrent operators can be in CO role andJser role.

Only the operator with CO role has the ability to change roles. Modifications of role will be applied
following the next login session of the same user.

Themoduledoes not support a Maintenance Role.
4.2 Services
The services for the authimed CO and User roles are listedha table below.

The following indicators are used for showing the type of access required for the Critical Security
Parameters (CSPs):

R—-Readthe CSP is read.
W —Write, the CSP is established, generated, modified, or zeroized.

X — Execute, theCSP is used within an Approved or Allowed security function or authentication
mechanism

Service CcO User Description Input Output CSP and Type of
Access
Initialize the v v Initialize themodule Command Status Master key— R/W/X
module output
Configure and Configure and show system Command Command
v v . and None
show the system settings response
parameters
Switch from FIR&pproved
security function mode to Command Command .
Set FIPS mode v v . and Clear plaintext CSP
FIP&hon approved security response
A parameters
function mode
Switch from FIRSpproved
security function mode to Command Command
show FIPS mode| v v y . and Clear plaintext CSP
FIP&hon approved security response
A parameters
function mode
Generate Generate the asymmetric Command EC_:DSA or RSA
asymmetrickey v key pair for certificate and | and Command Private Key- W
" response ECDSA or RSA Pul
pair SSH parameters
Key—W
Manage CA N Generate CSR, Command | Command Certificate private
certificate, root Export CSR, and response key and public key

14
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CSP and Type of

Service CcO User Description Input Output
Access
CA certificate Import signed CA certificate| parameters R/X
andCRL Import root CA certificate,
Import CRL
gr:i?tet%af/‘ Encrypt or decryptiser Command Command Data encryption
ypu v data, and manage the data | and AES key- X
decryption . . response
’ encryption/decryption key | parameters
service
Manf_ige TLS Build up TLS session for da Command Command TLSsession Key
session for data v v : and
. traffic response W/X
traffic parameters
Monitor alarms v v Monltor ?'afms for Command Status None
diagnostic purpose output
View system status Status
View systemogs v v messages in historicalarm | Command outout None
log andprovisioning log P
Command Command
Perform device Test the module during response and
. . v v . and . None
diagnostics operation arameters status via log
P and LEDs
Upgrade
application icati
pp L}pgrade the app]lcatlon Command | Command
firmware, FPGA v v firmware, FPAG image and and response and RSA Public KeyX
image and chipset firmwareusingRSA |~ statF:Js outout
chipset firmware signatureverification P P
Notel
Certificate private
key and public key
Secure, rekeyin X
» Fekeying, Command Volatile, internal,
communications between | Command
response and| generated,
IPsec v the moduleand and .
Status symmetric
Management system over | parameters o
output authentication and
DCN .
encryption keys
with perfect
forward secrecy X
Please refer to the
Zeroize v Zeroize the master key Command Command Sect|_0n1.1.3 Key
response Zeroizatiorfor
detail CSPs.
Perform on
demand self N v Perform selitests on Command Status None
demand output
tests
Perform seHtests when
Power on self system is power areervices Status
o . None
tests not requiring an authorized output
role.
Perform Packet Perfprm pac_k ‘?‘ rt_alated Status
. v v service provisioning and Command None
Service - output
status retrieval.
Perform LO Perfprm L0 ‘?P“C‘."" related Status
. . v v service provisioning and Command None
optical service - output
status retrieval.
Perform L1 OTN Perform L1 OTN related Status
. v v service provisioning and Command None
service - output
status retrieval.
SSH v v Access the module through| Command | Status SSH keys and user
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Service CcO User Description Input Output CSP and Type of
Access
Secure Shell output credentials-R
Wrap the key fOOE.)U Status ODU encryption key
Key Wrap v encryption key during
R output -R
synchronization to peer
Status SNMP privacy and
SNMPv3 v v SNMPv3 service Command authentication
output
passphrases R
Controller Switch the active and Status
o v v Command None
switching standby controllers output
e Providesl12or 128bits of Shared secret
Diffie-Hellman v v encryption strength. N/A N/A RIWIX
Elliptic Curve ) .
o Providesl92bits of Shared secret
Diffie-Hellman v v encryption strength. N/A N/A R/W/X
Provides 51dits of entropy
NDRNG tothe DRBG N/A N/A Shared secretV
Services not requiring an
authorized role.
Command
RADIUSver v v Remote User authentication| and Command Shared secreR/X
IPsec response
parameters
Table4 ¢ FIPS approvedervices
Note 1:Only the CMVP validated firmware version is allowed to be used.
Service CO User Description Input Output CSP and Type of
Access
Message Digest used
MD5 v for RADIUS and SNMI| N/A N/A N/A
protocol
DES N The SNMP privacy | N/A N/A
protocol

Table5 ¢ FIPShon-approvedservices
4.3 Authentication

The module performs identitybased authentication. Thenodule security consists of the user
identifier and a password identifier. Both identifiers must be accuraatgred to gain access to the
system.

4.3.1CO andiuserauthentication

Theoperators mustbe authenticated by the cryptographic moduldefore being allowedo access

to services that require the assumption of an authorized role. Mibelule authenticates oprators

using their user name and password. If the password for the operator is validated against the
password in memory (encrypting the input password with 2EGECB then compaing the result

with the saved password in RAM), the operator is alloteedntry to execute its services.
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The following rules apply for the password complexity:
1 Password length must be 8 characters minimum
1 Atleast 3 of the 4 following character types must be present:
A Numeric character, lowercase alphabetical character, upperefisigabetical character,
special character.
1  Special character consists of any of the following: ' #$ % & @ "*
1 The Password must not include more than 2 consecutive repetitions of the same character.
1 UID (Userld) must not be contained in password (casnsitve).

If 6 integers, 1 alphabetical character and 1 special character are used for an 8 digit PIN, th
probability of randomly guessing the correct sequence is 24#,643,84Qhis calculation is based

on the assumption that the typical standard Antam QWERTY computer keyboard has 10 Integer
digits, 52 alphabetic characters, aBdspecial characters to choose from in total. The calculation
should be 0x9x9x9x9x9x52x&45,643,84].

Therefore, the associated probability of a successful random attefmpapproximately 1 in
245,643,840Qwhich is less than the 1 in 1,000,000 required by FIP£140

The login will be locked out for the operator (the period of the lockout is user defined, max 300
seconds min 60 second, which can be seby Crypto Officer hroughTL1 command EBECLEY§

when the maximum number of consecutive and invalid attempts (maximum lig@)en So the
associated probability of a successful random attempt during aroimeite period is less than
9/245,643,840 = 3.66384xEPwhichis less than one in 100,000.

When the logn password is entered in the command, only one asterisk (*) appears on the screen,
regardless of how many characters comprise the password.

The user login command will give error message for failed login, bubaetilteturn specific error
codes that may give hints to persons attempting unauthorized access.

The user passwords are stored in SD card and RAM. The passwords in SD card will be cleared w
system is zeroized. Whahe moduleis warm reboot, cold reboofpowered off and zeroized, the
user passwords in RAM are cleared.

Before themoduleis initialized,t can only be accessed \sarial interface and local craft interface.
After the moduleis initialized, theserialinterface will be covered.

4.3.2SSHuthentication

In FIPS mode, users login to tm@dulewith secure shell (SSH)hemoduleworks as SSH server. It
supports user password based and key based &ffthrentications. RS2048 is supported for key
based SSH authentication.
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RSA2048 has modulusize of 2048 b#, which providing 112 bits of strength. It provides the
probability of a successful random obtaining the RSA key is #3422E34, which is much less
than one in 1000,000.As the same lockout mechanismmaximum 9 attempts in onminute, the
probability of a successful random attempt during a enimute period i9/2%12, 1.73E33, whichis
much less than one in 100,000 that is required by FIPS140

5 Physicakecurity

To operate inFIPS approved security function matthe tamper-evidentlabels shall be installed on
the shelfwith door installed as shown in Appendix A.

5.1 Physicakecurity mechanisms as required by FIPS 240

After the shelf has been configured to meet FIPS-A4@vel 2 requirements, the shahnnot be

accessedvithout indicating signs of tampering.

The multichip standalone cryptographic module includes the following physical security mechanisms;

1  Productionrgrade components and productiegrade opaque enclosure.

1  Tamperevident labels. Refetto “ Pr o c e d stall ¢he t&mperdvident| a b efl Appendix Afor
detailed instructions omamper-evidentlabel placement.

1  Servicecards are installed in slots of shelf.

1  Allunpopulated slots are equipped with filler cards.

Tamperevident labels

Tamperevident labels shall be installed for the module to operate in a FER#8oved security
function mode of operation.

Two sizes of tampeevident labels are used, th@.363 inch 0.394 inchsizeand the 3.150 inch
0.788 inchsize (the two sizes of labels share omefinera PN:MKSMSECTAP®)). The following
graphics illustratehe tamper-evidentlabels, drawing in inches.
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Figure3 ¢ Tamperevidentlabel
Figure4, Tamperevident! ab el : I nt a tamnmgerevidént labsl twithanb exiderceaof

tampering.

Figure4 - Tamperevidentlabel: intact
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Figure5 - Tamperevidentlabel: broken (normal view)

Figure5, fpEerevidentl abel : br oken ( nor ma-evidenilabeMhat shaws | u st

signs of tampering. Figui& “ T eeviderdlabel: broken (closee p vi ew)” i s a mag:i
the broken label. Note the VOID markings on the solid red label. If any portion of the VOID marking

is visible, the equipment is slwing signs of potential tampering.

Figure6 - Tamperevidentlabel: broken (closaup view)

Inspect labels

The Crypto Officer is also responsible for inspectingdhgper-evidentlabels on the shelves at least
every 30 days If anyeviderce of tampering is observed on thamper-evidentseals, the module

shall be considered to be in a naompliant state.
Upon such discovery, thérypto Officershouldassume that the modules have been compromised
and contact Infinera.

Detaikd procedures on affixing labels for mT@rdTHs given in appendix A.
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6 Operationalenvironment

ThemTera8 UTImodule does not contain a modifiable operational environment.

7  Qyptographickey management

7.1 Cryptographickey andcritical security parameters

ThemTera8 UTPnodule has a setf cryptographic keys, cryptographic key components and CSPs.
The plain textkeys and CSPs can be zeroized byCitypto Officeyand the zeroizationperationwill
overwrite RAM that storethe temporarykeys.

ThemTera8 UTmodulehas a master key storeah the EEPROM of the system, which is initialized
when the module is switched froRIPShon-approved security function mod® FIPS approved
security function modend zeroizedutomaticallywhen the module iswitched fromFIPS approved
security function modeo FIPShon-approved security function modby the Crypto Officer The
master key in the EEPROM will be rewritteriadl zerg'.

ThemTera8 UTPnodule has plain text keysnithe SRAMspaceon FPGAor the ODU encryption
function. The keys will also be zeroized when the Crypto Officer manually zeroizes the keys or whe
the module is switched fronkIPS approved security function mobeFIPShon-approved security
function modeby the Crypto Officer.

All the other keysind CSPs astored on the SD cam@hdencrypted by maer keywith AES256 ECB
algorithm.

In the FIPS approved security function mooeoperation the mTera8 UTPnodule uses HVYRNG
(K82 to generate true random bits and sends them t&®BG as its seedhese seed values are
temporarily stored in RAMand are zeroized by power cycling the module. These values are not
accessible to any usddRBG will feed random numbers to all the other cryptographic functidms.
module implements SBO0-90A DRBG Section 11.3 Health tests

“ODU encr XpRkeyamd® ABB8 encr WwWMAICork e XES ibelow tahbe t a
transported out ofthe mTera8 UTPnhodule withAESKWkey wrappingalgorithm. The AES keys for
key wrap arefrom the DiffieHellman or Elliptic Curve Diffldellman key exchange between the
mTera8 UTHnodule and its peex Since keys being wrappede keys of AEETR256 and AES
GMAG256, the cryptographic strength of the encryption key is equal to the crypiggastrength

of the keys beingwrapped
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ThemTera8 UThodule supports the followingryptographic keys,rgptographic key components,

CSPsand Public keys.

Key Item Key function Key Generation Method | Key Output Key Storage Key Zeroization
IKE2 HMAC Session key integrity Generated internally / key No output RAM Reb(_)ot ) _
check exchange Zeroizatiornon rekeying
ESP HMAC Sessmq key Generated internally / key No output RAM Reb(_)ot ) _
authentication exchange Zeroizatiornon rekeying
IKE2 AES Session kegncryption Generated internally / key No output RAM Rebqot . .
exchange Zeroizationon rekeying
ESP AES Sessmn key Generated internally / key No output RAM Rebc_)ot ) _
encryption exchange Zeroizatioron rekeying
X.509 auth. X.509 certificates Externally provided CSR upload ir?cgz;s):"th AES Zeroizationon manual delete
Key generated by DRB( FIPS/NONFIPS mode
Keyfrom DRBG for all the cryptographic | Generated by DRBG No output RAM switching; Manual
functions Zeroization ;Power cycle
Usedfor function Generated internall FIPS/NONFIPS mode
Seed to DRBG requiring random Y No output RAM switching; Manual
by HW(K82) Cation -
number Zeroization ;Power cycle
DRBG/and key Internal state values for FIP.S/NONFIPS mode
Generated by DRBG No output RAM switching; Manual
values the DRBG A
Zeroization ;Power cycle
. FIPS/NONFIPS mode
Key to encrypt the other| Generated internally .
Master key Key/CSP by DRBG No output EEPROM swnghmg, Manual
Zeroization
) FIPS/NONFIPS mode
PID User password Input by TL1 command No output SD Car_d with AES switching; Manual
encryption A
Zeroization
Elliptic Curve Diffie - . FIPS/NONFIPS mode
. Elliptic Curve Diffie . L
Hellman private . Generated internally No output RAM switching; Manual
Hellman private key A
key Zeroization ;Power cycle
EllipticCurve Diffie | Eliptic Curve Diffie . FIPS/NONFIPS mode
. ’ Generated internally output RAM switching; Manual
Hellman public key | Hellman public key A
Zeroization ;Power cycle
Elliptic Curve Diffie L e FIPS/NONFIPS mode
Elliptic Curve Diffie . L
Hellman shared Generated internally No output RAM switching; Manual
Hellman shared secret i ation -
secret Zeroization ;Power cycle
Diffie-Hellman Diffie-Hellman private . FIP.S/NONFIPS mode
. Generated internally No output RAM switching; Manual
private key key A
Zeroization ;Power cycle
Diffie-Hellman Diffie-Hellman public . FIP.S/NONFIPS mode
- Generated internally output RAM switching; Manual
public key key At -
Zeroization ;Power cycle
Diffie-Hellman Diffie-Hellman shared . FIF.’S/NO'_\‘FIPS mode
Generated internally No output RAM switching; Manual
shared secret secret o
Zeroization; Power cycle
FIPS/NONFIPS mode
TLS(DHRSA) TLS preMaster secret Derived from DH No output RAM switching; Manual
preMaster secret A
Zeroization; Power cycle
FIPS/NONFIPS mode
TLS(DHRSA) TLS Master Secret Derived from DH No output RAM switching; Manual
Master Secret o
Zeroization; Power cycle
FIPS/NONFIPS mode
TLS(.DHRSA) TLS session key Derived from DH No output RAM switching; Manual
session key o
Zeroization; Power cycle
FIPS/NONFIPS mode
TLS(ECDHECDSA) TLS preMaster secret Derived from ECDH No output RAM switching; Manual
preMastersecret o
Zeroization; Power cycle
FIPS/NONFIPS mode
TLS(ECDFECDSA TLS Master Secret Derived from ECDH No output RAM switching; Manual
MasterSecret A
ZeroizationPower cycle
FIPS/NONFIPS mode
TLS(.ECDHH:DS)A TLS session key Derived from ECDH No output RAM switching; Manual
session key A
Zeroization; Power cycle
RSA Private key for generation o
. signatures, authentication and
System private Key System private Key key establishment; Generated SD Card with AES FIPS/NONFIPS mode
for TLS and IPsec No output . switching; Manual
RSA RSA through command; Used to encryption Zeroization:
export CSR; Associated with NE '
certificate
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Key Item Key function Key Generation Method | Key Output Key Storage Key Zeroization
System public Key Generated from System private SD Card with AES FIPS/NONFIPS mode
for TLS and IPsec | System public KeyRSA | Key in running time if requested | output encrvotion switching; Manual
RSA by securityfunctions yp Zeroization; Powecycle

ECDSA Private key for generatio
. of signatures, authentication and
Systenprivate Key System private Key key establishment; Generated SD Card with AES FIP.S/NO'_\‘FIPS mode
for TLS and IPsec ' No output . switching; Manual
ECDSA ECDSA through command; Used to encryption Zeroization:
export CSR; Associated with NE ’
certificate
System public Key I Generated from System private ) FIPS/NONFIPS mode
for TLS and IPsec Eésls%n; public Key Key in running time if requested | output Sl?crca;s)?th AES switching; Manual
ECDSA by securityfunctions yp Zeroization; Powecycle
. . - FIPS/NONFIPS mode
TLS HMACSHAL | TLS HMAC TLS integrity and authentication | o 1o ¢ RAM switching; Manual
session keys A
Zeroization; Power cycle
. . o FIPS/NONFIPS mode
TLS HMAE TLS HMAC TLS _mtegrlty and authentication No output RAM switching; Manual
SHA384 session keys A
Zeroization; Power cycle
. . FIPS/NONFIPS mode
SNMPv3 Privacy SNMPvV3 Privacy secret| Input by TL1 command No output SD Carq with AES switching; Manual
Passphrase encryption A
Zeroization;
SNMPv3 i . FIPS/NONFIPS mode
Authentication SNMPV3 Authentication Input by TL1 command No output SD Carq with AES switching; Manual
secret encryption A
Passphrase Zeroization;
. . FIPS/NONFIPS mode
SNMPV3 Privacy SNMPvV3 Privacy Key Generatednternally by Privacy No output RAM switching; Manual
key passphrase A
Zeroization;
. FIPS/NONFIPS mode
SNMPv3 HMAC SHAL key Generated internally by No output RAM switching; Manual

Authentication key

Authentication passphrase

Zeroization;

ODUencryption
AESCTRkey

ODU encryption AES
CTRey

Got from DRBG

wrapped by AES

RAM& SD Card with
AES encryption

FIPS/NONFIPS mode
switching; Manual
Zeroization;

ODU encryption
AESGMAC key

ODU encryption AES
GMAC key

Got from DRBG

wrapped by AES

RAM& SD card with
AES encryption

FIPS/NONFIPS mode
switching; Manual
Zeroization;

Key Wrap Key for ODU

FIPS/NONFIPS mode

Key Wrap Key . Derived from DH or ECDH No output RAM switching; Manual
encryption keg A
Zeroization;
SSHv2 server SSHKe Generated through command No outout SD Card with AES g\'ljit(s:a\ilr?’_\‘afigc’de
private key- ECDSA| Y (EBTCPIP) P encryption inNg; .
Zeroization;
SSHv2 server publi SSH public Ke Generated through command outout SD Card with AES g\'ljit(s:a\ilr?’_\‘afigc’de
key- ECDSA p Y (EDTCPIP) P encryption inNg; .
Zeroization;
SSHv2 server Generated through command SD Card with AES FIF.’S/NO'_\‘FIPS mode
: SSH Key No output . switching; Manual
private key- RSA (EDTCPIP) encryption R
Zeroization;
SSHv2 server publi SSH publiKe Generated through command output SD Card with AES z\:\;’éa\ilr?',\ﬂ:rﬁjgc’de
key- RSA P y (EDTCPIP) p encryption ing; .
Zeroization;
. FIPS/NONFIPS mode
. ) Derived from DH/ECDH for AES .
SSH session Key SSH Encryption AES Ke 256/128CBC/ICTRIGCM No output RAM SW|tgh|n_g,Manual
Zeroization; Power cycle
SSH authentication SSH authentication key FIPS/NONFIPS mode
ke used by message Derived by SSH key agreement | No output RAM switching; Manual
Y authentication function Zeroization; Power cycle
) FIPS/NONFIPS mode
RADIUS shared RADIUShared secret Input by TL1 command No output SD Carq with AES switching; Manual
secret encryption B
Zeroization;
CSR f<_)r TLS. and ) ' Generated from System private FIPS/NONFIPS mode
IPsec(including CSR (including System ) AN L
. ) Key in running time if requested | output RAM switching; Manual
System public Key)| public Key} ECDSA ’ . o
by securityfunctions Zeroization; Power cycle
-ECDSA
NE local certificate
for TLS and . NE Ioc_al certificate . | Downloaded from external file SD Card with AES FIPS/NONFIPS mode
IPsec(including (including System public] server No output encryotion switching; Manual
System public Key ) Key ) KeyECDSA yp Zeroization; Power cycle
-ECDSA
. ) Generated from System private FIPS/NONFIPS mode
CSR for TLS and CSR (including Spm Key in running time if requested | output RAM switching; Manual

IPsec (including

public Key} RSA

by securityfunctions

Zeroization; Power cycle
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Key Item Key function Key Generation Method | Key Output Key Storage Key Zeroization
System public Key)
-RSA
NE local certificate
for TLS and ) '\.‘E Iocgl certficate . | Downloaded from external file SD Card with AES FIP.S/NO'_\‘FIPS mode
IPsec(including (including System public] server output encrvotion switching; Manual
System public Key ) Key )} RSA yp Zeroization; Power cycle
-RSA
- ) . FIPS/NONFIPS mode
CA certificate for CA certificate RSA Downloaded from external file No output SD Carq with AES switching; Manual
TLS and IPse®RSA server encryption A
Zeroization; Power cycle
CA certificate for ) ] FIPS/NONFIPS mode
TLS and IPsec CA certificate ECDSA SD;\\//vgrloaded from external file No output sr?crca;i?)vgh AES switching; Manual
ECDSA yP Zeroization; Power cycle
Data integrity . . .
check- public RSA Datg integrity check hardcoded in thdirmwareimage | No output SD Car_d with AES
key public RSA key encryption

Table6 ¢ Criticalsecurity parameters andpublic keys

8 Electromagnetianterference/compatibility (EMI/EMC)

The module was tested and found to be conformant to the EMI/EMC requirements specified by 47
Code of Federal Regulations, PHst Subpart B, Unintentional Radiators, Digital Devices, £(ass,
for businesause).

9 Selftests

The module performs both powen and conditional selfests. These tests are conducted
automatically as part of the normal functions of theyptographic module. They do not require any
additional operator intervention. All data output via the data output interface will be inhibited when
the powerup tests are performed.

If selftests fail, themTera8 UTkhodule will go into an error state artle FIPS_SELFTEST_FAIL alarm
will be raised. In the error state, all data output via the data output interface will be inhibited.

9.1 Powerup self-tests

Each time this cryptographic module is powered tipests that the cryptographic algorithms still
operate correctly and that sensitive data have not been damadrasarting the cryptographic
module provides a means by which the operator can perform the paweselftests on demand.

During powerup sef-tests, data output isnhibited. After powerup selftests succeed, data output
will be resumed.

Power-up selftests inclule:

1  Algorithm selftests
A OpenSS(CAVP Cert. #C537)
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- AESCB(128256) Encrypt/Decrypt KAT

- AESCTR128/256) Encrypt/Decrypt KAT

- AESECB(128/256) Encrypt/Decrypt KAT

- AESGCM (256Encrypt/Decrypt KAT

- AESKW(256) Encrypt/Decrypt KAT

- DH2048 bits KAT

- DRBG KAWith health test

- ECDSA PaWise Consistenciest

- ECDH R256/384/521 KAT

- HMAGSHA1 HMAGSHA256/384/512 KAT

- KDAKEVXAT

- KDF SNMP KAT

- KDF SSH KAT

- KDF TLS KAT

- RSA Paiwise Consistenciest

SHA1/ SHAR-256/384/512 KAT

A Linux Kerne{CAVP Cert. #C538)
- AESCRBC(128/192/256) Encrypt/Decrypt KAT
- AESCTR(128/192/256) Encrypt/Decrypt KAT
- AESEBC(128/192/256) Encrypt/Decrypt KAT
- AESGCM (256) Encrypt/Decrypt KAT
- HMAGSHA1/SHAR-256 KAT
- SHAL/SHAR-256 KAT
A Line CardCAVP AES CetB844)

- AESCTR256) Encrypt/Decrypt KAT
- AESECH256) Encrypt/Decrypt KAT
- AESGMAQ(256) Encrypt/Decrypt KAT

1 Firmwareimages integrity testvith CRC32Main controller/Line card)

Integrity test is executed on main controller and each card wheffithmevareimages areloaded.
9.2 Conditionalself-tests
Conditioral selftests are performed while the conditions specified for following test occurs:

1 Pair-wise consistency test
A RSA Paiwise Consistenclest
A ECDSA PaWise Consistenciest
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1 Firmwareload integrity test with RSA signature

1  Gontinuous random number generatoest for DRBG

1  Gontinuous random number generator test for NDRNG

I SP 80M0A DRBG Section 11.3 health test

If conditional seHtests fail the modulewill disable the traffic by shutting dowatata output interface

10 Mitigation of other attacks

The moduledoes not claim to mitigate any other attacks.

11 Securityoperation

ThemTera8 UThodule meets Level 2 requiremerd§FIPS 14@. The sections below describe how
to place and keep the module in the H&$provedsecurity functiormode of operation.

11.1 Initialsetup

1. TheCrypto Officer must follow thémTera SA&QOP and connect the serial interface and LCI
interface to the craft station PC.

2. The Crypto Officer downloads tliemware images from the craft statioRC,according tathe
guide of thefmTera SA&OP

3. The Crypto Officeenters thebasic commissioning setup page of the craft station, ssthll
firmwareto mTeraBUTP make sure the “FIPS” check box

4. The Crypto Officer logins theTera8 UTPnodule with the initialCOTL1 user nam and user
password shipped along witlthe module

5. The Crypto Officer installs the cards, pluggabfiésers and cables according to thgnTera
Install.

6. The Crypto Officer apies thefollowing installation ofshelf door andtamper-evident labels
following the instruction of Appendix A.

1 Install theshelfdoor following the procedure of chapter 8 of installation manjmairera Insta]l

1 Install thetamper-evidentlabels
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11.2 IPseadnitial setup

The following operation should be after initsgtupand the basic DCN provisionisigouldbe done
by the Crypto officer according tm[Tera SA&COPThe details of the commands in the following steps
can be found in themTera TLJL All the operations should be done by the Crypto Officer.

1. GonnecsLClinterface to the craft station PC and login mT&#tdTHrom craft station PC.
2. Create Distinguished Name bymmandENTDN.

3. Create key pair bpommandENTASYMKEY.
4

Export CSR associated with distinguished name and key pair created in the above steps to &
SFTP server located in the DCN network by commaneEXPRRTSR.

o

Download and install CA root certificate(s) from the SFTP server by commar@ERIT

6. Downloadand installthe mTera8 UTPnodule certificate after CSR is signed by the certificate
authority from the SFTP server by command ENEIRT.

7. Create IPsec application entity associated withdbevecertificate by command ENENCAPP.
8. Create IPsec peer entifissociated with the above IPsec applicatimmmand BIT-ENCPEER.
9. Create SPD associated with tigove IPsec peer entity.

11.3 Keyzeroization

The Crypto Officer can zeroize the keys by perform TL1 commanéBBEEROIZECSP. The details
of this command can be found in themTera TL]L

After the zeroization command isxecuted the master key in the EEPROM will be zeroized,thad
mTera8 UTPnodule will reboot automatically to clean thather keys in the RAM.

11.4 Switching between FIPSapproved securityfunction mode of operation and FIPSnon-
approved security function modef operation

The Crypto Officer can switch thmTera8 UTPnodule between FIPS approved secufiiyction
mode and norapproved security function mode of operatidny executing TL1 command 5ECU
SYS.

In FIPS noapproved security function mode of operation, thel'era8 UThodule will be switched
to FIPS approved security function mode of operation if the TL1 commaSEEBBYS is issued with
parameter SECURE=FIPS.

In FIPS approved security functioode of operation, thenTera8 UTPnhodule will be switched to
FIPS nompproved security function mode of operation if the TL1 commaneBEDLEYS is issued
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with parameter SECURE=NONFIPS.

Pleasenote thatwhen themTera8 UThoduleis switchedbetween FIP&pproved security function
mode and norapproved security function mode of operatiokey zeroizatiomnd system restanvill
be automatically performed.

The current mode of operation can be retrieved by TL1 command SERWYBYS. Details of these
two commands can be found in therTera TLJL

11.5 Key/IV Pair Uniqueness Requirements from SP 38D
There arghree AESGCM implementationand one AE&MACimplementationon the module.

The modul e-GGMimpRmeantatior”AcBn®rms to IG A.5, scenado This IV generation of
IPsec AE&CM implementation is compliant with RETD6 and an IKEv2 protocol RFC7296 shall be
used to establish the shared secret SKEYSEED from which the AES GCM encryption keys are deriyved.
When the IV exhausts the maximum numloé possible values for a given session key, the first party,
client or server, to encounter this condition will trigger a handshake to establish a new encryption
key. The IPsec AEKSCM IV is only be used in the context of the AES GCM mode encryptibims wit
the | Psec protocol. I n case the ModullRsEAESpP ower
GCMshall be regenerated.

The modul e’ -GCMTnmpl8memtati@n canterdis to IG A.5, scenario #1, following RFC 5288
for TLS. The counter portiasf the IV is set by the module within its cryptographic boundary. When
the IV exhausts the maximum number of possible values for a given session key, the first party, client
or server, to encounter this condition will trigger a handshake to establish aemevyption key in
accordance with RFC 524ithe TLS AESCM |V is only be used in the context of the AES GCM mode
encryptions within the TLS protocol. Il n case
used forTLS 1.2AESGCMshall be regenetad.

The modul e’-6CMSiBpitmehtatienEcBnforms to IG A.5, scenario #1. The SSHv2
implementation is compliant with RFC 4252 and RFC 4253 and the IV generation of SSBCMAES
implementation is compliant with RFC 5647. The SSHwEGABSEIV is onlge used in the context of

the AES GCM mode encryptions within the SSHv2 protbcol. case t he Modul e’ s
then restored, the key used f@SHvVAESGCMshall be regenerated.

The modul e’ s har dwaGMACMPEMgntatiam conbynys toilGA5) scohd i
#4. The hardware AESMAGmplementation uses a 9bit 1V, which is constructed deterministically
per SP 8038D Section 8.2.1 from 32-bit nonceand a counter. The courdr would not exceedts
maximum valualuring themaximum configurablAESGMAC rekeyinterval (86400 seconds)

For each ODU frame, the IV is composed of 32bit nonce + 26bit unused + 30bit MFI + 8bit MFAS. MFI
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is the multiframe index and it increases 1 for every mifiiime. 256 ODU frames compose one
multi-frame and MFAS increases 1 for each frame. Total 38 bits are used for ODU frame dbenter.
count always begins at zero for both Miad MFASvhen a new key is generated. In one second, the
maximum multiframe number is 3344. So in one maximum ODrgption interval (86400s), the
maximum ODU frame number is 86400*3344*256 =73,963,929,600, which is less thanlt2"38.
means in a maximum ODU encryption interval, the ODU frame couMtdm{IFAS) will never repeat.
The encryption key and nonce counteeayenerated from DRBG so possibility of repeat the key/IV
pair is 2256 2-32 = 2288,

The key replacement period is configurable from 3600 seconds to 86400 seconds (24THwikey
replacement period is translated to maximum mifttame number whichs provisioned to both
encryption ends in chip self. the key replacement period set the24 hours, the maximum mutti
frame value for an AES key will be 86400*3344=288,921 60, which increases for each mullti
frame, is carried over the header of Oifdme. In the encryption side, once the MFI value gets to
the pre-provisioned maximum muHirame number, key rotation will be triggered for next frame, and
MFI will be started from 0. In the decryption ends, once the MFI in receiving ODU frame gets to the
pre-provisioned maximum mulirame number, key rotation will be triggered for next frame.

Per the requirements specified in Section 8 in NIST SB&DOthe probability that the authenticated
encryption function ever will be invoked with the same IV #reglsame key on two (or more) distinct
sets of input data is no greaterthar®2l n case the Module’'s power
key used for ODU encryptidgkESGMAC shall be regenerated.
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13 Acronyms

ACO
AES
CA
CBC
CFP
CMVP
CO
CRC32
CSP
CSR
DCC
DCN
DES
DH
DHE
DRBG
DWDM
ECB
ECDSA
ECDH
ECDHE

Alarm Cut Off

Advanced Encryption Standard
Certificate Authority

Cipher Block Chaining

C Forrdfactor Pluggable

Cryptographic Module Validation Program
Crypto Officer

32-bit Cyclic Redundancy Check

Critical Security Parameter
CertificateSigning Request

Data Communication Channel

Data Communication Network

Data Encryption Standard
Diffie-Hellman

Diffie-Hellman Ephemeral

Deterministic Random Bits Generator
Dense Wavelength Division Multiplexing
ElectronicCodebook Book

Elliptic Curve Digital Signature Algorithm
Hliptic Curve DiffieHellman

Elliptic Curve Diffi¢dellman Ephemeral
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EEROM Electrically Erasable, Programmable Read Only Memory
EMC Electromagnetic Compatibility

EMI Electromagnetiénterference

ESP Encapsulating Security Payload

FCC Federal Communication Commission
FIPS Federal Information Processing Standard
FPGA  Field Programmable Gate Array

GCC GeneralCommunicatiorChannel

GCM Galois/Counter Mode

GMAC  Galois MessagAuthentication Code
HMAC  KeyedHash Message Authentication Code
IP Internet Protocol

IPsec Internet Protocol Security

KAS Key Agreement Schemes

KDF Key Derivation Function

KTS Key Transportation Scheme

LCI Local Craft Interface

MD5 MessageDigestAlgorithm

MFAS  MultiFrame Alignment Signal

MFI Multiframe Indicator

NDRNG NondeterministicRandom number generators
OoDuU OpticalData Unit

OFP1 Optical Form Factor Pluggable 1

0oSsC Optical Supervisory Channel

OSM OTN Switching Module

OTN Optical TransporNetwork

PID Password ID

POL Pluggable Optical Layer

PWR POWER
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RAM
RNG
ROM
ROADM
RSA
SAIM
SDM
SD Card
SEIM
SFP
SFR
SHA
SPD
SNMP
SRAM
SSH
STIM
STPM
TL1
TRNG
uiD
UTP

Random Access Memory

Random Number Generator

Read Only Memory

Reconfigurable Optical Addrop Multiplexer
RivestShamirAdleman Public Key Algorithm
Shelf Alarminterface Module

Shelf Display Module

Secure Digital Card

Shelf Ethernet Interface Module
Small Form Pluggable

Small Form Pluggable Plus

Secure Hash Algorithm

Security Policy Database

Simple Network Management Protolc
Static Random Access Memory
Secure Shell

Shelf Timing Interface Module

Shelf Timing and Processor Module
Transaction Languagé

True Random Number Generator
User Identifier

Universal Transport Platform
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APPENDIX AHardwareprocedures consistent with-IPS 14@

Procedure 1: Install thenTera8 UTHEIP it

Purpose

The InfineranTera8 UTBhelf requires the door anthmperevident labelgo be FIPS compliant.

Since the installation process for door has already hasscribed with detailed informatioim
[mTera Insta]| pleaserefer to chapter 8 of installation manuphTera Insta]).

Procedure 2: Install the tampeevident labels

Purpose

Use this procedure to provide to install themper-evident labels onan mTera8 UTPSeal the
systems only after you are sure that no additional provisioning/debugging is required. The tamper
evidentlabelis shown in Figure.4

Notes beforetamper-evident labels installation

1. When applyingamper-evident labels, ensure that thesurface temperature to be sealed is be a
minimum of +10F.

2. Ensure that the surface to be sealed is dry. Moisture of any kind can cause a prdfijgenthe area
with a clean paper towel.

3. Ensure that the surface to be sealed is clean. Wipe the area witkaa cloth or paper towel to
remove any dust or other loose particles.

4. If there are possible chemical contaminants (oil, lubricants, release agstofs,clean the surface
with 100% isepropyl alcohol. Wipe the alcohol dry with clean dry cloth or papeel.
Note: Avoid using rubbing alcohol; it can leave an oily coating that will interfere with adhesion of the

label.
5. Installedtamper-evidentlabels shall be cured for 24 hours.

Steps

Note that thelabekin the following steps refer to the tampewridentlabel label 1 is the small size
label €.363 inch* 0.394 inchize),and label2 and label 3 are the large size lal&l&0 inch* 0.788
inch).

1. Place label 1, label 2 and label 5 at the top right of the door shown as in figure 7 to protect the doo
from being opened.
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Anmman

.
Coriant\.)

Figure7 ¢ Label placement at mTera8TPdoor

Pl ace the “serial port cover” over the seria
accessed through the serial port shown in figure 7. Ingtallfour screws of the serial port cover as

shown in Figure 8.
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3. Pl ace | abel 3 and | abel

4 over the
view of serial port cover and label 3 & label 4.

V-

Figure8 ¢ Closeup view of serial port cover and label 3 & label 4
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